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at a glance

The problem of unreported cyber incidents persists into the
first quarter of 2024 in Nigeria. Failure by organizations and
businesses to disclose cyber incidents could erode the
digital trust essential for society and create additional
openings for threat actors to exploit vulnerabilities

Throughout Q1 of 2024, the ALPHV, Rhysida, Lockbit and
Medusa ransomware groups have continued to create
significant disruptions across numerous organizations in
both the United States and Europe. Their activities have
been observed to have a widespread impact, posing a
significant challenge to the cyber landscape in these regions.

The first quarter of 2024 saw a worrying trend in cyber
threats linked to state-sponsored actors. Several high-profile
incidents underscored this rise in activity. These events
collectively paint a concerning picture of state-sponsored
actors actively targeting various entities and employing
diverse tactics.

Proactive measures by our Threat Intelligence Ops stopped
leaks of sensitive data from vital Nigerian systems. Their
vigilance is key to creating a safer digital space, as the team
continue to share intel with sectoral CERTs like ngCERT,
Whitehat.NG, and CERRT.ng

Digital banking scams are on the rise. Banks are asking
customers to update their National Identification Number
(NIN) for security reasons, but scammers are taking
advantage. They create fake bank websites that look real
and trick people into giving up their personal information.
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GitHub: The Silent Data
Harvesting Tool and Its
Impact on Data Privacy and
Security
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GitHub has long been known as a platform for collaborative software development
and version control, but it has also quietly evolved into a significant source of data
harvesting. The vast amount of code, documentation, and other content hosted on
GitHub provides a rich trove of information that can be exploited for data mining
and analysis. While this may have some benefits for developers and researchers, it
also raises concerns about data privacy and security.
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Fig 1. Personal Information of Users found in applications logs.
One of the primary ways in which GitHub serves as a data harvesting tool is through
the collection of public repositories. These repositories often contain sensitive
information such as API keys, credentials, and other proprietary data that can be
inadvertently exposed. Additionally, the commit history of repositories can reveal
patterns of development, code changes, and potentially sensitive information about
the development process.

15 ‘phone’ => "'1234567899°,

16 ‘email’ => 'superadming .gov.ng',
17 'username’ =» 'superadmin’,

18 'password’ => ‘'secret’,

44 ‘email' => 'user@ .gov.ng',

a5 'username’ =» ‘guest’,

46 ‘password’ =» ‘'secret’,

a7 ‘slug’ => '

Fig 2. Portal Administrative Dashboard credential found
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Furthermore, GitHub's web interface and APl make it easy to search for and access
large amounts of code and other content, allowing for the extraction of data on a
massive scale. This data can then be used for various purposes, including profiling
developers, identifying trends in software development, and even extracting
sensitive information.

The impact of GitHub's data harvesting on data privacy and security is significant.
Developers and organizations may unknowingly expose sensitive information
through their public repositories, leading to potential security breaches and data
leaks. Additionally, the use of harvested data for profiling and analysis raises
concerns about privacy and the potential misuse of information.

46  MAIL_MAILER=smtp

47  MATIL_HOST=mail . SesSSii. com.ng

48  MAIL_PORT=465

49  MAIL USERMAME=admin@= ! @ u!4.com.ng

50  MAIL PASSWORD=k - Cppe -

51  MAIL_ENCRYPTION=null

52  MAIL_FROM_ADDRESS=admin@p=i#s Ll 4, com.ng
53  MAIL_FROM_NAME="Fr fmslad &"

Fig 3. Email credential found in the public repo.

In a recent finding, our team discovered a chat log from an organization’s WhatsApp
group that was uploaded to a public repository by one of their former interns. This
mistake led to the internal communication of the group becoming public, potentially
exposing sensitive information and conversations. This incident highlights the real-
world impact of data harvesting on GitHub and underscores the urgent need for
improved data privacy and security measures.
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Fig 4. WhatsApp Chat Log of an organization found in a public repository of former Intern

To mitigate the impact of GitHub’'s data harvesting on data privacy and security,
developers and organizations should be vigilant about the content they publish on
GitHub. This includes regularly auditing repositories for sensitive information, using
tools to scan for potential vulnerabilities, and implementing access controls to limit
exposure of sensitive data.

In conclusion, while GitHub has become a valuable resource for collaborative
software development, its role as a silent data harvesting tool raises important
concerns about data privacy and security. Developers and organizations must be
proactive in protecting sensitive information and mitigating the risks associated with
data harvesting on GitHub.
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Organizations Breached /

Experienced Ransomware Attack

e EquiLend, a Wall Street stock-lending firm.
e Ukrainian Online Bank_ Monobank

e Foxsemicon Integrated Technology Inc

¢ National Bank of Angola

e Water for People - nonprofit organization

e US Largest mortgage lender LoneDepot Critical CVEs Reported
e SEC official X account hijack e VMware - CVE-2023-34063

e Multiple Ukrainian state-owned entities, e Citrix addressing CVE-2023-6549
including Naftogaz, the Postal Service, and o Atlassian - CVE-2023-22527 '

Railway Services. e GitLab - fixes CVE-2023-7028

Interesting Highlight

e Researchers found that the threat group UTA0178, associated with China,
has been actively exploiting two zero-day vulnerabilities (CVE-2023-46805
and CVE-2024-21887) in Ivanti Connect Secure & lvanti Policy Secure
gateways, allowing remote authentication bypass and code execution

e Microsoft detected an attack by the Russian state-sponsored actor Midnight
Blizzard (Nobelium), who used a password spray attack to access a small
number of corporate email accounts, including those of senior leadership,
cybersecurity, and legal personnel.

e The LockBit ransomware group has taken credit for a cyber-attack targeting
Foxsemicon Integrated Technology Inc. (FITI), a major semiconductor

manufacturer in Taiwan.

e The National Bank of Angola confirmed a_cyber-attack that caused a
minimal impact on its infrastructure and data. Although no specific group
has claimed responsibility, researchers discovered that access to the bank's

. systems was advertised for sale on a cybercriminal forum in 2022.

cyber
plyu ral 2024 | Ql Report cyberplural.com


https://kyivindependent.com/massive-cyberattack-targets-ukrainian-online-bank/
https://www.taipeitimes.com/News/biz/archives/2024/01/17/2003812190
https://www.bna.ao/#/pt/publicacoes-e-media/comunicacao/comunicados/detalhe/763
https://therecord.media/water-for-people-medusa-ransomware
https://www.reuters.com/technology/sec-account-hack-renews-spotlight-xs-security-concerns-2024-01-10/
https://therecord.media/ukraine-cyberattacks-energy-postal-transportation
https://forums.ivanti.com/s/article/KB-CVE-2023-46805-Authentication-Bypass-CVE-2024-21887-Command-Injection-for-Ivanti-Connect-Secure-and-Ivanti-Policy-Secure-Gateways?language=en_US
https://msrc.microsoft.com/blog/2024/01/microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/
https://www.taipeitimes.com/News/biz/archives/2024/01/17/2003812190
https://www.bna.ao/#/pt/publicacoes-e-media/comunicacao/comunicados/detalhe/763
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In the era of digital interconnectedness, Nigeria's digital landscape is witnessing
rapid growth, accompanied by a surge in cyber security threats. As the most
populous nation in Africa with over 122 million internet users, Nigeria stands at a
critical juncture where the adoption of technology is reshaping industries and
government operations. However, the prevalence of cyber security lapses poses a
significant risk to the nation’s digital infrastructure, necessitating a multifaceted
approach to fortify its cyber defenses.

Navigating Cyber Security Challenges

Cyber security lapses in Nigeria are often attributed to vulnerabilities stemming from
outdated software, social engineering tactics, and inadequate security practices. The
absence of a robust cyber security culture further compounds these risks, leaving
organizations vulnerable to a myriad of cyber threats such as data breaches,
malware attacks, phishing scams, denial-of-service incidents, and data exfiltration.

Real-World Impacts

Recent security incidents in Nigeria underscore the severity of cyber security
breaches, leading to financial losses, reputational damage, and diminished trust in
the digital ecosystem. Reports reveal that a significant percentage of Nigerian
organizations have fallen victim to cyber-attacks, with ransomware groups like
Mallox and ALPHV targeting both private and government entities across various
sectors.

Strengthening Incident Reporting

Timely incident reporting is crucial in mitigating cyber security risks and minimizing
the impact of potential breaches. Establishing streamlined channels for reporting
security incidents and vulnerabilities can enable swift response and remediation
efforts, safeguarding critical assets and information.
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Facilitating Sectoral CERT Collaboration

Collaboration with sectoral Computer Emergency Response Teams (CERTSs) plays a
pivotal role in enhancing cyber resilience across industries. By fostering
information sharing, best practices dissemination, and coordinated response
strategies, sectoral CERTs can bolster the collective defense posture of
organizations within specific sectors by working with national CERT (ngCERT).

Embracing MSSP Partnerships

Partnering with Managed Security Service Providers (MSSPs) offers organizations
access to specialized expertise, advanced threat intelligence, and round-the-clock
monitoring capabilities. By leveraging MSSP services, businesses can augment
their internal security operations, detect emerging threats proactively, and
respond to incidents effectively, thereby enhancing their overall cyber security
posture.

Driving a Culture of Cyber Resilience

Promoting a culture of cyber resilience requires a concerted effort from all
stakeholders, including government agencies, private enterprises, and individual
users. Investing in cyber security awareness programs, training initiatives, and
incident response exercises can empower organizations and individuals to
recognize and mitigate cyber threats effectively.

Charting the Path Forward

As Nigeria continues its digital transformation journey, prioritizing incident
reporting mechanisms, fostering collaboration with sectoral CERTs, and forging
partnerships with MSSPs are essential steps in safeguarding the nation’s digital
assets. By embracing a proactive approach to cyber security, Nigeria can navigate
the evolving threat landscape with confidence and resilience.

Organizations must prioritize cyber security and adopt proactive measures to
safeguard their digital assets. By partnering with CyberPlural MSSP, businesses can
strengthen their cyber defenses, enhance their incident response capabilities, and
position themselves for a secure and resilient future in the face of evolving cyber
threats.
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Organizations Breached /
Experienced Ransomware Attack

American Prince George's County Public

Schools (PGCPS)

Truck and Trailer Rental company U-Haul

Alleged Compromised of 600K French Social

Security accounts (CAF)

US IT service firm Technica Critical CVEs Reported
ConnectWise - CVE-2024-1709
Mozilla Firefox

Joomla - CVE-2024-21725
Microsoft's Patch Tuesday - CVE-
2024-21412 and CVE-2024-21351

Italian cloud service provider CloudFire
AnyDesk Software GmbH
Ukrainska Pravda

Interesting Highlight

The financially driven advanced group DarkCasino has been actively
leveraging the Microsoft Defender SmartScreen bypass vulnerability (CVE-
2024-21412) in its targeted campaigns against financial market traders.

The release of confidential documents from Anxun Information Technology
Co., Ltd. (i-SOON), a Chinese IT and cybersecurity company, revealed
insights into China's state-sponsored cyber espionage activities.

Dutch intelligence agencies uncovered a cyber espionage campaign carried
out by Chinese state-backed hackers targeting the Dutch Defense Ministry.
Exploiting a Fortinet vulnerability (CVE-2022-42475), the attackers sought to
breach the unclassified military research network.

In a coordinated international law enforcement effort named 'Operation
Cronos', the LockBit ransomware group, which has been responsible for
widespread attacks since late 2019, was dismantled by the UK's National
Crime Agency, the FBI, and Europol.

The Philippines has reported the prevention of an attempted breach into
the email systems of the country's president and government.
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https://www.trendmicro.com/en_us/research/24/b/cve202421412-water-hydra-targets-traders-with-windows-defender-s.html
https://www.bloomberg.com/news/articles/2024-02-06/dutch-intelligence-blames-chinese-state-for-cyber-espionage-in-the-netherlands
https://www.weforum.org/agenda/2024/02/lockbit-ransomware-operation-cronos-cybercrime/
https://www.pna.gov.ph/articles/1218243
https://apps.web.maine.gov/online/aeviewer/ME/40/52c9f0eb-bbde-4bcd-a5f5-7bc548efb1ec.shtml
https://regmedia.co.uk/2024/02/23/uhaul.pdf
https://regmedia.co.uk/2024/02/23/uhaul.pdf
https://www.bitdefender.com/blog/hotforsecurity/hackers-claim-to-have-compromised-600-000-caf-accounts/
https://www.bitdefender.com/blog/hotforsecurity/hackers-claim-to-have-compromised-600-000-caf-accounts/
https://cyberscoop.com/technica-pentagon-alphv-ransomware/
https://www.suspectfile.com/italian-companies-hit-by-cyber-attack-cloudfire-data-breach-exposes-9-firms-to-extensive-data-theft/
https://anydesk.com/en/public-statement
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A Look into Deceptive
Practices Targeting Bank
Customers.
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In the current landscape of digital banking, a concerning trend has emerged that puts
account holders at risk of falling victim to sophisticated cyber scams. Banks are now
urging their customers to update their account information by submitting their
National Identification Number (NIN), a move aimed at enhancing security measures.
However, this well-intentioned process has inadvertently opened the door for threat
actors specializing in Business Email Compromise (BEC) and phishing scams to exploit
unsuspecting users.

Phishing Meets Timing

These malicious actors have been quick to capitalize on the situation by setting up
fake or replica versions of corporate banking websites to deceive individuals into
divulging their personally identifiable information. By mimicking the legitimate
interfaces of banks, these fraudulent websites trick users into entering sensitive data,
such as login credentials, token codes, and NINs, under the guise of security
compliance.

&) 3  https://zenith.tf/Trid=dbh7Zip A ] m = @&

ﬂ CORPORATE INTERNET BANKING (CIB) . z

MNEW USER? LOG IN

USEFLIL INFORMATION

Economic Intelligence Weekhy
= Read up on our weekly economs intelligence article by our Research and Economic Intelligence Group

Fig 5. Link from the Phishing Email sent to corporate account owners.
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Recently, our vigilant team stumbled upon a server that had been specifically
configured to facilitate these deceptive practices. Recognizing the imminent threat
posed by these fraudulent activities, we undertook a thorough investigation to
uncover the indicators of compromise (loC) associated with such malicious

endeavours.
Account Verification Required for [ N NN TEC (i) o - a8 B
e ZenithBank <info@zenithtix War 12, 2074, 9 PM {13 hours ag T =

= 0

We hope this email finds you well. We are reaching out from Zenith Bank with an important update
regarding your account

To ensure the ongoing security and integrity of your acoount, we are required by the Central Bank of
Nigeria to verify the activity of all our valued customers

To complete the verification process, please visit our official website directly, log in to your account, and
follow the vernfication prompts,

Click Here to Login
“our action is required within the next 24 hours to avoid any disruption to your account services.

We understand that this process may be inconvenient and appreciate your prompt cooperation and
understanding in adhenng to these important regulatory measures

If you have any questions or need assistance, please reach out to our customer support team through
our official contact channels listed on our website

Thank you for your attention to this matter

Best regards,
ZenithBank Management

Fig 6. Body of email informing users to
st chicking on links in emails 1o profect your account marmation. This communication is for the intendsd i X
n confidential information. if you are not the intended recipient, please delete this message and notify take action on their account update
the sender immadiately, Zenith Bank PIC is nol liable for any damage caused by thes email

Unsubscribe

As responsible digital citizens, all bank customers must remain vigilant and
cautious when navigating online banking platforms. To safeguard against falling
prey to these nefarious schemes, users should exercise due diligence by verifying
the authenticity of banking websites, scrutinizing email communications for signs
of phishing attempts, and refraining from sharing sensitive information unless
certain of the legitimacy of the request.

By staying informed and proactive in our cybersecurity practices, we can
collectively combat the insidious efforts of threat actors seeking to exploit
unsuspecting individuals. Remember, when it comes to safeguarding your
personal information in the digital realm, vigilance is key.

cyber
plyu ral 2024 | Ql Report cyberplural.com



cyber
plural

c ber A Look into Deceptive Practic

ural :
- Targeting Bank Customers

Technical Analysis of the Phishing Page

The phishing page seems to be an exact copy of the original login page, down to
the customer support widget at the bottom.

But they only seem like an exact copy at first glance, the difference between the
phishing page and the actual login page, purely by a matter of the goal the
attackers are trying to achieve, will always be the form.

CORPORATE INTERKET BANKING (CIB
n CORPORATE INTERKET BANKING {CIB) n CORPORATE WIERHET BAsanG {CI0)

n Py At i
- - s 1t Mts gl Py Cn O Capey

#iom s Mt B Pl O

H Cawena U g Gttt a

Fig 7.The phishing page seems to be an exact copy of the original login page

Visually, the only difference is the icons but this indicates that the code for the form
itself has been altered. To test how the two forms work, we'll attempt logging in
using an alter ego. “Adams Chinedu”

After “Logging in”, the form will send the data to the server and this is how we get
the endpoint where all the data is sent.

MName X Headers

4} winkes-to-t...

¥Form Data

CvS5r@yLALIdf8LEFUT8gg==

Fig 8. Legitimate Zenith Bank Corporate
Banking Login Form
acf@53506554e765b2be721674cdal46

a46e6beldf5082b5d7 fded4fad7b653el7
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The legitimate Zenith Bank form passes the user, then the pin and token as
encoded values along with what | suspect to be csrf hashes.

X Headers Payload Preview Response |Initiator Timing Cookies
¥Query String Parameters view source view URL-encoded

i} start

' s/7k=65f1acd37c514ae2facsf...

dbh7Zip

default-profile.svg vForm Data view source view URL-encoded
default-profile.svg https://icorporate.zenithbank.com/coporate-internetbanking/
] list?limit=3 @a4B5mzIWoIAXn5jaAnF

tawk-font-icon-2.woff2 75575... adamschinedu
i} list?limit=3 2840

=l ?rid=dbh7Zip 89357

| jquery.js

<] bootstrap.min.js

] bootstrapvalidator.min.js

winkes-to-the-reportall-meek...
— logo.png
@ animated_logo1.gif
~ 01.ipg
Fig 9. Phishing Page Form on - https[:]//zenith[.Jtf/?rid=dbh7Zip

The phishing page on the other hand takes the original url of the page it is
pretending to be (probably to use as a target url when the details are entered)

The existence of this variable also alludes to this page being set up by a tool, since
if it were a one-off, the developer would have hardcoded a value in the code

instead.
The request also passes on the rid query parameter that can be seen in the URL

bar. This probably is an identifier for the target that received the phishing link.

Indicator of Compromise

https[:]//zenith[.]tf/?rid=dbh7Zip

188.114.96[.]2

info@zenith[.]tf

https[:]//zenithbankplc[.]zom.ng

188.114.97[.]0, 188.114.96[.]0, 2a06:98¢1[:]13120::c
https[:]//zenith[.]Jcom.pt/?keyname=ewCgchx
https[:]//secure[.]zenith.it[.Jcom/coporate-internetbanking/RVFFASW
secure[.]zenith, it[.Jcom

104.21.43[.1207, zenith-support@server7-nigeria[.]xyz
server7-nigeria[.]xyz, https[:]//zenith[.]Jcom[.]pt/?keyname=9JCqtKX
https[:1//z[.1plc[.]pm/?keyname=NzYuQkM, https[:1//zenith[.]Jtf/?keyname=bgRgriw
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Organizations Breached /

Experienced Ransomware Attack

e UnitedHealth Group

e Houser LLP Data Breach

e Duvel Moortgat Brewery

e Japanese Tech Company Fujitsu

e CISABreach - Exploitation of Ivanti

e Paysign Investigating data breach Critical CVEs Reported
* Walmart's Spark e VMware (CVE-2024-22252 - CVE-

¢ Swiss Tech and IT vendor Xplain 2024-22255

* France’s Unemployment Agency e Cisco - CVE-2024-20337

e Adobe - CVE-2024-20756, CVE-2024-
20755, and CVE-2024-20752
Interesting Highlight
e Threat actor groups, including Black Basta and BI0Ody Ransomware
gangs, have been exploiting_major vulnerabilities in ConnectWise
ScreenConnect software, identified as CVE-2024-1708, 2024-1709..
e The French unemployment agency has revealed that data from 43
million individuals has been exposed as a result of a cyber-attack on
the agency.
e Nemesis Market, a major darknet marketplace for narcotics,
weapons, and stolen data, was seized in Operation Dark Hunt.
Advanced digital forensics techniques were employed in a

collaborative law enforcement effort to execute the takedown.

e CISA alerted of the exploitation of known vulnerabilities in Ivanti
Connect Secure and Ivanti Policy Secure gateways. These
vulnerabilities (CVE-2023-46805, 2024-21887, and 2024-21893)
could enable threat actors to bypass authentication, create
malicious requests, and execute unauthorized commands with

VU elevated privileges
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https://www.sec.gov/Archives/edgar/data/731766/000073176624000045/unh-20240221.htm
https://apps.web.maine.gov/online/aeviewer/ME/40/f0c4fd5b-bb10-48f3-82f5-d46753d726a4.shtml
https://pr.fujitsu.com/jp/news/2024/03/15-1.html
https://pr.fujitsu.com/jp/news/2024/03/15-1.html
https://therecord.media/cisa-takes-two-systems-offline-following-ivanti-compromise
https://twitter.com/H4ckManac/status/1765602011511185645/photo/1
https://cybernews.com/news/walmarts-spark-driver-portal-breach/
https://www.xplain.ch/en/hackerangriff/
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/actualites/violation-de-donnees-personnelles-france-travail-formulaire-lettre-plainte-202403
https://www.trendmicro.com/en_us/research/24/b/threat-actor-groups-including-black-basta-are-exploiting-recent-.html
https://francetravail.fr/candidat/soyez-vigilants/cyberattaque-soyez-vigilants.html
https://twitter.com/DarkWebInformer/status/1770787868975210700?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1770787868975210700%7Ctwgr%5Eb012e233471a6637175d5ef1c1e7531837289f3c%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fgbhackers.com%2Fnemesis-market-leading-darknet-market-seized%2F
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-060b#:~:text=CVE%2D2024%2D21888%20is%20a,to%20that%20of%20an%20administrator.
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Recommendations

Breach & attack simulation activities, purple teaming engagement,
and drills can help you discover and resolve gaps in security
control’'s effectiveness, people and process in advance of threat
actors

Keep your Vulnerability Management Program current with all the
available patches for the vulnerabilities that was identified in Q4 of
2023.

To ensure that the security of data is not jeopardized by any gaps
at any time, all organizations must review their third-party
relationships and contracts on a regular basis.

Critical servers and other essential resources should be hardened
and proper network segmentation should be enforced throughout
the enterprise

MFA is a necessary security measure for all user accounts, as
passwords alone do not offer full protection anymore.

Users’ behaviour should be measured and improved by a
cybersecurity awareness program that can enable them to act as a
defensive force for the organization, which should be invested in.
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A plan for incident response and proactive monitoring of the
system are essential to ensure effective detection and handling of
security incidents.
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Don't let cybersecurity slow you down. We
build and implement resilient cyber plans so
you can focus on what matters most - growing
your business.

Need guidance on these security
improvements? Our team has the
expertise to consult and implement

the best plan for you
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